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WHAT IS THE PROBLEM? 

Connecting researchers with 
their professional activities 
can be very difficult 



ORCID PROVIDES 

Persistent digital identifiers that distinguish 
researchers from each other 

 



MORE THAN A NUMBER 

✔ Plumbing for research information  

✔ Tools to build trust in digital information 

 Persistent digital identifiers to distinguish 
researchers from each other 

Member-built integrations that connect 
researchers and their activities/affiliations 

A hub for synchronizing machine-readable 
connections between identifiers for people, 
organizations, and research activities 



ORCID IS OPEN 

• Non-proprietary and platform-
neutral  

• Registry use is free for individuals 

• Public API is free to use by anyone 

• Independent non-profit 
membership organization  

• Open data, software, APIs, and 
documentation 

 



ORCID IS 
INTERNATIONAL 

• 600+ Members worldwide 

• Multilingual staff in 5 continents 

• Multiple languages supported 

• Over 3.5 million ORCID iDs 



ORCID MAKES LIFE EASIER 
FOR RESEARCHERS 

Researchers like: 

- Credit for their work 

And they want to avoid: 

- Completing the same forms over and over again  

Because: 

- They want to get on with research! 

- And be rewarded for doing so! 



ORCID IS CONTROLLED BY 
THE RESEARCHER 

• Fine grained privacy 
controls 

• Researchers grant update 
permission to those they 
trust. e.g. publishers, 
institutions, funders. 



USING THE ORCID 
REGISTRY 

Two simple steps: 

1. Register for an iD 

2. Use the iD when 
• Publishing articles and datasets 
• Registering for meetings 
• Performing peer review 
• Applying for grants 
• Using university resources 
• Adding email signatures, web pages, CVs and 

more 

 



Email check 

Name check 

Email displayed if 
public on record 

REGISTERING 
1. Registering for an iD 

• Self-registration only 

orcid.org/register 

• From another site 

• Less than 30 seconds 

• Duplicate filters 

• Unique email 

• Name check 

 



USING THE ID 

2.Using the iD 

• Provide an 
authenticated iD as 
well as a name 

• Grant permission to 
read / write to the 
ORCID record (trusted 
parties) 

• Sign into sites with 
ORCID account 



BUILDING AN ORCID RECORD 

•   

EMPLOYMENT 

WORKS 
• artistic performance 
• book 
• conference materials 
• data set 
• dissertation 
• invention 
• journal article 
• lecture/speech 
• manual 
• research technique 
• software 
• spin-off company 
• website 
• etc. EDUCATION 

PEER REVIEW 

FUNDING 

OTHER PERSON  
IDENTIFIERS 



• NAMES: can include multiple names, including 
misspellings, past names, initials 

• KEYWORDS: include terms to distinguish 
researcher from others 

• WEBSITES: link to other resources such as 
blogs and project pages 

• EMAILS: include all emails, even past ones 

• OTHER IDs: person IDs from other systems to 
link accts (only added via API) 

• BIOGRAPHY: adds context and detail 

 

BIOGRAPHICAL  
DETAILS 



AFFILIATION DETAILS 

•   

• EDUCATION: educational affiliations, linked by unique 
organization identifiers 

• EMPLOYMENT:  
employment  
affiliations,  
linked by unique  
organization  
identifiers 



FUNDING 

•   

• FUNDING: grants, awards, contracts, and salary awards, identified 
by unique identifier 

• Search & link wizard with ÜberWizard 

• Linked to funders by unique organization IDs 



WORKS 

•   

• WORKS: broadly-defined research outputs including publications, 
datasets, patents, dissertations and more 

• 11 search & link wizards 
• Import/Export via BibTeX 
• Add manually (not recommended) 

Works added by 
multiple sources 
are grouped 
together based on 
having the same 
work identifier. 



ORCID ENABLES 

Organizations use the 
ORCID API to 
authenticate, collect, 
display, and connect 
persistent identifiers 
for people, places, 
and things in 
research workflows 



THE ORCID API 

API Features 

Public API 

Freely available to anyone 

• Authenticate: Get a user’s authenticated ORCID iD 

• Read (Public): Search/retrieve public data 

• Create: Facilitate creation of new ORCID records (via on-

demand process) 

Member API 

ORCID member organizations 

(Sandbox test environment 

freely available to anyone) 

 

• Read (Limited): Search/retrieve limited-access data 

• Add: Post new items to a record 

• Update: Edit or delete items you previously added  

Premium Member API 

Premium ORCID member 

organizations 

• Webhooks: Receive notifications of updates 

• Customised monthly reports (including email stats) 

• Access to monthly public data file 



ORCID REGISTRY CONNECTIONS 

Two models: 

1. Connect via a vendor system 
• Manuscript submission/publication 

• Document/data repositories 

• Profile systems 

• CRIS systems 

2. Develop a custom connection 



VENDOR CONNECTIONS 

Publishing 
• eJournal Press 

• Editorial Manager 

• Open Journal Systems 

• ScholarOne 

Document / data 

repositories 
• DSpace 

• ePrints 

• Hydra/Fedora 

 

CRIS Systems 
• Converis 

• Elements 

• IRMA 

• Pivot 

• PlumX 

• Pure 

• Vivo 

Find more:  

https://members.orcid.org/orcid-

enabled-systems 



CUSTOM INTEGRATIONS 

Via the ORCID API 

• Fine-tuned control and permissions 

• Customized buttons, user flows, & user feedback 

• Test and troubleshoot with ORCID Community Team 

 

Case examples: https://members.orcid.org/resources 

Code examples: 

https://members.orcid.org/api/resources/code-examples 



USER CONTROL: A KEY PRINCIPLE 

Researchers own their ORCID records. When using 
the API the researcher must be involved. 

• Only the researcher can create an ORCID record: you 
cannot create one on their behalf. 

• The researcher must grant you permission to 
access/update. If you need additional permissions, you 
will need to ask again.  

• The researcher can revoke permissions granted.  

• The researcher sets the visibility of all items of their 
record. If it’s private, you can’t read it – including email 
addresses. (In process: ability to request email access, 
even if private.) 



THE ORCID API IN A NUTSHELL 

• Current version: 2.0 

• Permissions / scopes: your contract with the user 

• OAuth calls: how you execute the contract 

• ORCID-specific calls: to provide & receive information 

with the registry 

• The ORCID message: format of the data exchanged 

• Permitted message format: send: XML, JSON receive: 

XML, JSON, HTML, RDF, GZIP, Turtle 

XSD: https://github.com/ORCID/ORCID-Source/tree/master/orcid-model/src/main/resources 



COLLECT & CONNECT 



COLLECT 

COLLECT validated ORCID iDs for 
individuals 

• Explain what ORCID is 

• Explain why you’re collecting iDs 

• Consistent user experience 

• Authenticated connections 

 Ensure individuals are correctly connected with your institution 
 

Many vendor systems use the OAuth validation process 



GET & USE PERMISSIONS 

ORCID Record 

Yes! 

Do you have 
permission to do 
what you want to do?  

Get the permission; 
store iD and 
“token” 

Read the record 
or update the 

record 

No 

OAuth 



GET PERMISSION 

ORCID registry depends on user-based permissions:  
Can I... 
• have your iD (/authenticate) 

• read limited-access data on your record 

(/read-limited) 

• interact with the activities on your record 

(/activities/update) 

• interact with your biographical information  

(/person/update) 



INVOLVING THE USER 
Key benefits: 
• You know the user controls the iD 
• User knows what’s going on/user choice 
• Privacy/ data control trends 
• Position/ strengthen your system as a service 

 

How? 
• Just a customized URL 
• Prior iD not needed 
• Hard things: promotion, finding touch points 



DESIGNING TOUCHPOINTS 

Look for natural fits: 
• Give users a reason to sign in! 

 

• Your sign in – why not link your iD? 

• Your account settings/user profile 

• Submission (of any type) 

• Form fills: pre-fill from your record! 

• Registration: for conference or 
meeting 

• Reporting: Link your iD to get 
started link to customized URL 



STEP 1: AUTHORIZATION URL 

https://sandbox.orcid.org/oauth/authorize? \ 
client_id=APP-E422WM33OPZWKKMQ& \ 
response_type=code& \ 
scope=/read-limited%20/activities/update& \ 
redirect_uri=https://my.URL.org& \ 
family_names=Researcher&given_names=Bob&email=bobrese
archer@mailinator.com&orcid=0000-0002-0491-7882& 
state=UNI-ID 

the base URL, displays ORCID sign in screen 

who’s asking? 

what permissions? 

where the user goes next 

personalize the 
experience 

The OAuth call: part I 

extra info to identify 
user to your system 



STEP 1: AUTHORIZATION URL 

https://sandbox.orcid.org/oauth/authorize? \ 
client_id=APP-E422WM33OPZWKKMQ& \ 
response_type=code& \ 
scope=/read-limited%20/activities/update& \ 
redirect_uri=https://my.URL.org& \ 
family_names=Researcher&given_names=Bob&email=bobrese
archer@mailinator.com&orcid=0000-0002-0491-7882& 
state=UNI-ID 

the base URL, displays ORCID sign in screen 

who’s asking? 

what permissions? 

where the user goes next 

personalize the 
experience 

The OAuth call: part I 

extra info to identify 
user to your system 

UGLIEST 
SLIDE EVER? 



STEP 1: AUTHORIZATION URL 

https://sandbox.orcid.org/oauth/authorize? \ 
client_id=APP-E422WM33OPZWKKMQ& \ 
response_type=code& \ 
scope=/read-limited%20/activities/update& \ 
redirect_uri=https://my.URL.org& \ 
family_names=Researcher&given_names=Bob&email=bobrese
archer@mailinator.com&orcid=0000-0002-0491-7882& 
state=UNI-ID 

the base URL, displays ORCID sign in screen 

who’s asking? 

what permissions? 

where the user goes next 

personalize the 
experience 

The OAuth call: part I 

extra info to identify 
user to your system 

Redirect user 
to ORCID 



WHAT THE USER SEES 

already signed in 
sign in form  

(already registered) 
registration form 



STEP 2: AUTH CODE & USER 
FEEDBACK 

ORCID sends the user to your redirect, with a code 
(and any state parameter) appended to end 
https://my.URL.org?htA3yE&state=UNI-ID  

• Save the code – you need it for the next step 
• Display something useful to the user 

• Authorize: thanks for your permission! 
• Deny: are you sure you don’t want to give 

permission? 

the auth code 

deny message 

authorize message 



STEP 3A: TRANSFORM THE 
CODE INTO A TOKEN 

Use the code to gain access using the ORCID API 
https://sandbox.orcid.org/oauth/token 
HEADER: accept:application/json 
DATA:  
client_id=APP-XT8FBKJRO3MR8WDR  
client_secret=e285575c-4794-464b-a807-6f1c06b63 
grant_type=authorization_code 
code=htA3yE 
redirect_uri=https%3A%2F%2Fmy.URL.org 

our API calls always look 
like URLs (RESTful) 

what format? 

the auth code confirming that you are 
the right one to get this 
information 



STEP 3A: TRANSFORM THE 
CODE INTO A TOKEN 

Use the code to gain access using the ORCID API 
https://sandbox.orcid.org/oauth/token 
HEADER: accept:application/json 
DATA:  
client_id=APP-XT8FBKJRO3MR8WDR  
client_secret=e285575c-4794-464b-a807-6f1c06b63 
grant_type=authorization_code 
code=htA3yE 
redirect_uri=https%3A%2F%2Fmy.URL.org 

our API calls always look 
like URLs (RESTful) 

what format? 

the auth code confirming that you are 
the right one to get this 
information 

Ask ORCID 
for more info 



STEP 3B: STORE THE RESULT 

The result of the call 
"access_token" :"6710dfee-6aab-445b-a266-205dd9085273", 
"token_type"  :"bearer", 
“refresh_token“ :"2d76d8d0-6fd6-426b-a017-61e0ceda0ad2", 
"expires_in"  : 631138518, 
"scope" : "/read-limited /activities/update", 
"orcid" : "0000-0002-0491-7882", 
"name" : "Bob Researcher" 
 

store the access token,  
refresh token and iD with  
user’s info in your system 

when permission expires (in seconds) 

your permission – executed contract 

iD & name for the person  
who gave permission 

what you can do 

✔ iD Collected! 



DISPLAY 

DISPLAY iDs on your website, platform, 
systems 
• iDs shown as a link 
• iDs in metadata 
• Use the ORCID Member logo 
• Explain why iDs are collected 

 Signal to your researchers and the wider community that your  
systems are plumbed to support ORCID iDs 

 
https://orcid.org/trademark-and-id-display-guidelines 



DISPLAY: IDS IN ARTICLES 

iDs in print (pdf) 

Biocontrol Science and 
Technology, Taylor & Francis 

iDs in html 

eLife 



DISPLAY: IDS IN PROFILES 

ResearcherID The University of Auckland 



DISPLAY: IDS IN METADATA 

ORCID iD in DOI metadata: 

<person_name> 
 <given_name>Karl</given_name> 
 <surname>Ward</surname> 
 <ORCID authenticated=“true”> 
  http://orcid.org/0000-0002-4121-9960 
 </ORCID> 
</person_name> 

• iD available in search 



CONNECT 

CONNECT your data to ORCID records 
• Request permission to write to records 
• Store long-lived tokens 
• Add data that you uniquely can assert 
• Explain the connection 

 

 Enable researchers to provide validated data to other systems they use 
 

https://orcid.org/blog/2015/10/26/auto-update-has-arrived-orcid-records-move-next-level 



CONNECT VIA API TO SEND 
DATA 

Verb: POST  
BASE URL: https://api.sandbox.orcid.org/v2.0/0000-0002-0491-7882/employment 
HEADERS: Content-type:application/vnd.orcid+xml 
Authorization: Bearer 6710dfee-6aab-445b-a266-205dd9085273 
DATA (if adding or updating):  
the file location=@employment.xml 

endpoint:  
/education 

/work 
/funding 

/peer-review 
etc. 

data format 

access token from before 

type of action, also: GET; PUT; DELETE 

1. Your client sends data 2.  Researcher’s record updated 

researcher’s iD 

your client’s name 



CONNECT VIA API TO SEND 
DATA 

Verb: POST  
BASE URL: https://api.sandbox.orcid.org/v2.0/0000-0002-0491-7882/employment 
HEADERS: Content-type:application/vnd.orcid+xml 
Authorization: Bearer 6710dfee-6aab-445b-a266-205dd9085273 
DATA (if adding or updating):  
the file location=@employment.xml 

endpoint:  
/education 

/work 
/funding 

/peer-review 
etc. 

data format 

access token from before 

type of action, also: GET; PUT; DELETE 

1. Your client sends data 2.  Researcher’s record updated 

researcher’s iD 

your client’s name 

Do the 
tutorial! 



READ & UPDATE THROUGH 
ORCID MESSAGE (SCHEMA) 



READ & UPDATE THROUGH 
ORCID MESSAGE (SCHEMA) 

Lots of xml 
or JSON 



Saved time, better reporting, improved information flow 
 

https://members.orcid.org/api/tutorial-webhooks 
https://orcid.org/blog/2015/10/26/auto-update-has-arrived-orcid-records-move-next-level 

SYNCHRONIZE with your systems 
• Update information when it changes 
• Auto-add new information 
• Search & link wizards 
• Sync data from others 

 

SYNCHRONIZE 



ENABLING SYNCHRONIZATION 

ORCID API features & tips:  
• Update notifications (webhooks) 

• Your system registers iDs you’re watching 
• ORCID notifies when changes happen 

 
• Internal triggers 

• Employment status change 
• Publication acceptance 
• Publication correction 
• Funding award 

 



API DEMO: CREATE ON DEMAND 

https://orcid-createondemand.herokuapp.com 

http://orcid-createondemand.herokuapp.com/
http://orcid-createondemand.herokuapp.com/
http://orcid-createondemand.herokuapp.com/


THANKS FOR YOUR ATTENTION 

Bootcamp: ORCID API (Searches, OAuth, Create on Demand) 
https://github.com/TomDemeranville/thor-helsinki-bootcamp-2017 

Member Support Centre 

https://members.orcid.org 

Workflows & integration points 
https://members.orcid.org/create-records 

API v1.2 technical documentation 

https://members.orcid.org/api 

API v2.0 technical documentation (Github) 
https://git.io/vXw5X 

ORCID API users listserv 
https://groups.google.com/group/orcid-api-users 

ORCID message (XSD) (Github) 
https://git.io/vXw5w  

Questions?  
support@orcid.org 
http://support.orcid.org 


